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(57) ABSTRACT

A system for authorizing data to be provided to a mobile
computing device is provided. The system includes the
mobile computing device and a server computer that includes
a processor and a memory coupled to the processor, the
memory including processor-executable instructions for per-
forming the steps of storing, in the memory, parameters for
authorizing data to be provided to the mobile computing
device and determining at least one contextual cue associated
with at least one of a task to be performed, the mobile com-
puting device, and a user of the mobile computing device,
wherein the at least one contextual cue is associated with the
parameters. The processor-executable instructions also per-
form the steps of authorizing data to be provided to the mobile
computing device when the at least one contextual cue aligns
with the parameters and providing the data to the mobile
computing device.

17 Claims, 2 Drawing Sheets
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SYSTEM AND METHODS OF PROVIDING
DATA TO A MOBILE COMPUTING DEVICE

BACKGROUND

The field of the present disclosure relates generally to
mobile computing devices and, more specifically, to a system
that improves data security and/or that ensures proper usage
of data on a mobile computing device.

Mobile computing devices, such as smartphones, cellular
phones, tablets, and personal digital assistants (PDAs) have
grown in use and popularity among a variety of difterent types
of'users. At least some known mobile computing devices use
authentication and/or authorization techniques to verify an
identity of a user before granting access to the mobile com-
puting device by the user. Exemplary authentication and/or
authorization techniques include passwords, personal identi-
fication numbers (PINs), smart cards, biometrics, and/or pat-
tern unlock.

While known techniques may limit access to mobile com-
puting devices by unauthorized users, authorized users may
have unrestricted access to data stored on and/or transmitted
to a mobile computing device. Further, known authentication
and/or authorization techniques may be bypassed by unau-
thorized users such that data on the mobile computing device
is accessible by the unauthorized users. Because of this, it has
become increasingly important to increase the security of
known computing devices. As such, it may be desirable to
incorporate enhanced security into mobile computing
devices.

BRIEF DESCRIPTION

In one aspect, a system for authorizing data to be provided
to a mobile computing device is provided. The system
includes the mobile computing device and a server computer
that includes a processor and a memory coupled to the pro-
cessor, the memory including processor-executable instruc-
tions for performing the steps of storing, in the memory,
parameters for authorizing data to be provided to the mobile
computing device and determining at least one contextual cue
associated with at least one of a task to be performed, the
mobile computing device, and a user of the mobile computing
device, wherein the at least one contextual cue is associated
with the parameters. The processor-executable instructions
also perform the steps of authorizing data to be provided to
the mobile computing device when the at least one contextual
cue aligns with the parameters and providing the data to the
mobile computing device.

In another aspect, a method of authorizing data to be pro-
vided to a mobile computing device is provided. The method
includes, defining parameters for authorizing data to be pro-
vided to the mobile computing device and determining at
least one contextual cue associated with at least one of a task
to be performed, the mobile computing device, and a user of
the mobile computing device, wherein the at least one con-
textual cue is associated with the parameters. The method also
includes authorizing data to be provided to the mobile com-
puting device when the at least one contextual cue aligns with
the parameters and providing the data to the mobile comput-
ing device.

In yet another aspect, a method of managing an operation
using a mobile computing device is provided. The method
includes determining at least one task to perform, determin-
ing at least one contextual cue associated with at least one of
the at least one task, the mobile computing device, and a user
of'the mobile computing device, selecting data based on the at
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least one contextual cue, wherein the data is associated with
the at least one task, and providing the data to the mobile
computing device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow diagram of an exemplary aircraft produc-
tion and service methodology.

FIG. 2 is a block diagram of an exemplary aircraft.

FIG. 3 is schematic diagram of an exemplary system for
use in providing data to a mobile computing device.

DETAILED DESCRIPTION

The implementations described herein relate to systems
and methods that may be used to authorize and/or to select
data to be provided to a mobile computing device. More
specifically, the systems and methods described herein use a
variety of contextual cues associated with a task to be per-
formed, the mobile computing device, and/or a user of the
mobile computing device to determine whether data is autho-
rized to be provided to the mobile computing device, or to
select which data to provide to the mobile computing device.
Further, the contextual cues may be tracked in real-time to
facilitate managing an operation to be performed using the
mobile computing device. Combining additional security
features with traditional authentication and/or authorization
techniques facilitates protecting data provided to and/or
stored on a mobile computing device from unauthorized
access. More specifically, proprietary information (e.g., sche-
matics and diagrams) may be protected from unauthorized
access using the systems and methods described herein.

Referring to the drawings, implementations of the disclo-
sure may be described in the context of an aircraft manufac-
turing and service method 100 (shown in FIG. 1) and via an
aircraft 102 (shown in FIG. 2). During pre-production,
including specification and design 104 data of aircraft 102
may be used during the manufacturing process and other
materials associated with the airframe may be procured 106.
During production, component and subassembly manufac-
turing 108 and system integration 110 of the aircraft 102
occurs, prior to aircraft 102 entering its certification and
delivery process 112. Upon successful satisfaction and
completion of airframe certification, aircraft 102 may be
placed in service 114. While in service by a customer, aircraft
102 is scheduled for periodic, routine, and scheduled main-
tenance and service 116, including any modification, recon-
figuration, and/or refurbishment, for example. In alternative
implementations, manufacturing and service method 100
may be implemented via vehicles other than an aircraft.

Each portion and process associated with aircraft manu-
facturing and/or service 100 may be performed or completed
by a system integrator, a third party, and/or an operator (e.g.,
a customer). For the purposes of this description, a system
integrator may include without limitation any number of air-
craft manufacturers and major-system subcontractors; a third
party may include without limitation any number of venders,
subcontractors, and suppliers; and an operator may be an
airline, leasing company, military entity, service organiza-
tion, and so on.

As shown in FIG. 2, an aircraft 102 produced via method
100 may include an airframe 118 having a plurality of sys-
tems 120 and an interior 122. Examples of high-level systems
120 include one or more of a propulsion system 124, an
electrical system 126, a hydraulic system 128, and/or an
environmental system 130. Any number of other systems may
be included.
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Apparatus and methods embodied herein may be
employed during any one or more of the stages of method
100. For example, components or subassemblies correspond-
ing to component production process 108 may be fabricated
or manufactured in a manner similar to components or sub-
assemblies produced while aircraft 102 is in service. Also,
one or more apparatus implementations, method implemen-
tations, or a combination thereof may be utilized during the
production stages 108 and 110, for example, by substantially
expediting assembly of, and/or reducing the cost of assembly
of aircraft 102. Similarly, one or more of apparatus imple-
mentations, method implementations, or a combination
thereof may be utilized while aircraft 102 is being serviced or
maintained, for example, during scheduled maintenance and
service 116.

As used herein, the term “aircraft” may include, but is not
limited to only including, airplanes, unmanned aerial vehicles
(UAVs), gliders, helicopters, and/or any other object that
travels through airspace. Further, in an alternative implemen-
tation, the aircraft manufacturing and service method
described herein may be used in any manufacturing and/or
service operation.

FIG. 3 is a schematic diagram of an exemplary system 200
that may be used to provide data to amobile computing device
202. In the exemplary implementation, system 200 includes
mobile computing device 202, a user 204 associated with
mobile computing device 202, a server computer 210, and a
sensor 220. Mobile computing device 202 is communica-
tively coupled to server computer 210 and sensor 220, and
sensor 220 is communicatively coupled to server computer
210.

Server computer 210 includes a memory 212 and a proces-
sor 214 coupled to memory 212 for executing programmed
instructions. Processor 214 may include one or more process-
ing units (e.g., in a multi-core configuration) and/or include a
cryptographic accelerator (not shown). Server computer 210
is programmable to perform one or more operations
described herein by programming memory 212 and/or pro-
cessor 214. For example, processor 214 may be programmed
by encoding an operation as executable instructions and pro-
viding the executable instructions in memory 212.

Processor 214 may include, but is not limited to, a general
purpose central processing unit (CPU), a microcontroller, a
reduced instruction set computer (RISC) processor, an open
media application platform (OMAP), an application specific
integrated circuit (ASIC), a programmable logic circuit
(PLC), and/or any other circuit or processor capable of
executing the functions described herein. The methods
described herein may be encoded as executable instructions
embodied in a computer-readable medium including, without
limitation, a storage device and/or a memory device. Such
instructions, when executed by processor 214, cause proces-
sor 214 to perform at least a portion of the functions described
herein. The above examples are exemplary only, and thus are
notintended to limit in any way the definition and/or meaning
of the term processor.

Memory 212 is one or more devices that enable informa-
tion such as executable instructions and/or other data to be
stored and retrieved. Memory 212 may include one or more
computer-readable media, such as, without limitation,
dynamic random access memory (DRAM), synchronous
dynamic random access memory (SDRAM), static random
access memory (SRAM), asolid state disk, and/or ahard disk.
Memory 212 may be configured to store, without limitation,
executable instructions, operating systems, applications,
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4

resources, installation scripts and/or any other type of data
suitable for use with the methods and systems described
herein.

Instructions for operating systems and applications are
located in a functional form on non-transitory memory 212
for execution by processor 214 to perform one or more of the
processes described herein. These instructions in the different
implementations may be embodied on different physical or
tangible computer-readable media, such as memory 212 or
another memory, such as a computer-readable media (not
shown), which may include, without limitation, a flash drive
and/or thumb drive. Further, instructions may be located in a
functional form on non-transitory computer-readable media,
which may include, without limitation, smart-media (SM)
memory, compact flash (CF) memory, secure digital (SD)
memory, memory stick (MS) memory, multimedia card
(MMC) memory, embedded-multimedia card (e-MMC), and
micro-drive memory. The computer-readable media may be
selectively insertable and/or removable from server computer
210 to permit access and/or execution by processor 214. In an
alternative implementation, the computer-readable media is
not removable.

Mobile computing device 202 is provided for supporting
communication with another device, such as another mobile
computing device. Moreover, mobile computing device 202
may include a variety of other functionalities, including net-
work access, SMS messaging, hosting of one or more appli-
cations, data processing, encryption, and/or other functions.
Mobile computing device 202 may be a smartphone, config-
ured to communicate through one or more cellular networks.
In an alternative implementation, mobile computing device
202 may operate over a non-cellular network such as a WiFi
and/or satellite network.

Sensor 220 may be any device capable of providing feed-
back on the condition of an environment and/or an object.
Exemplary sensors include, but are not limited to, a tracking
device, a thermometer, a barometer, and a chronograph.

In operation, data is provided to mobile computing device
202 when at least one contextual cue associated with at least
one of a task to be performed, mobile computing device 202,
and user 204 aligns with parameters associated with each
contextual cue. More specifically, the authority to provide
data is granted when contextual cues and the parameters
align, and the authority is denied and/or revoked when the
contextual cues and the parameters do not align. The param-
eters for granting authorization for each contextual cue may
be defined and stored within memory 212 of server computer
210. Further, the contextual cues are either determined by
sensor 220 or include other predetermined criteria.

Exemplary contextual cues include, but are not limited to,
a location of mobile computing device 202, a location of
equipment to be used for performing a task, environmental
conditions at a work site location, certification and/or author-
ity of user 204 to perform a task, a duration, date, and/or time
of day in which data may be provided to mobile computing
device 202, and a duration, date, and/or time of day in which
the user is authorized to perform a task. As such, the authority
to provide data is granted when at least one of these contextual
cues align with the defined parameters for each contextual
cue.

The parameter associated with the mobile computing
device location contextual cue may be a location and/or a
specified area around a location. The location of mobile com-
puting device 202 may be determined in real-time via any
suitable tracking device such as, but not limited to, global
positioning satellite (GPS), Bluetooth, near field communi-
cation, and radio-frequency identification (RFID). As such,
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the authorization to provide data may be granted when mobile
computing device 202 is located within a predetermined dis-
tance from the location and/or located within the specified
area, and the authorization may be denied and/or revoked
when mobile computing device 202 is not located within the
predetermined distance or the specified area. The specified
area may be an area defined by a geo-fence.

The parameter associated with the equipment location con-
textual cue may be a location and/or a specified area around a
location. Equipment may refer to parts and/or tools for per-
forming a task. The location of the equipment may be deter-
mined in real-time via any suitable tracking device such as,
but not limited to, global positioning satellite (GPS), Blue-
tooth, near field communication, and radio-frequency identi-
fication (RFID). Moreover, the location and/or identity of
equipment may be determined using on-site scanning tech-
niques such as barcode scanning and/or serialized part iden-
tification. As such, the authorization to provide data may be
granted when equipment is located within a predetermined
distance from the location and/or located within the specified
area, and the authorization may be denied and/or revoked
when equipment is not located within the predetermined dis-
tance or the specified area. In an alternative implementation,
the location and an identity of the equipment may be con-
firmed using visual recognition software.

The parameter associated with the environmental condi-
tion contextual cue may be an acceptable range of environ-
mental conditions in which a task may be performed. In some
manufacturing and/or service operations, materials, parts, or
tools may only be implemented when certain environmental
conditions are present at a work site location. For example,
materials such as sealants and adhesives may only be oper-
able within a predetermined range of environmental condi-
tions such as, but not limited to, temperature, humidity, and
precipitation. As such, system 200 may determine the type of
equipment that may be needed to perform a task, and the
authorization to provide data may be granted when the envi-
ronmental conditions are suitable for implementing the
equipment. The authorization may be denied and/or revoked
when the environmental conditions are unsuitable for imple-
menting the equipment.

The parameter associated with the certification and/or
authority of user 204 contextual cue may be the validity of a
professional certification and/or authority granted by a third
party to perform atask. At least some technicians that perform
manufacturing and/or service operations are required to be
certified by a professional organization to perform such
operations. Generally, certifications expire at predetermined
intervals, and are renewed via continuing education, for
example. Moreover, a third party may designate users that are
authorized to receive certain data on a mobile computing
device. As such, the authorization to provide data may be
granted when the certification and/or authority of user 204 is
valid, and the authorization may be denied and/or revoked
when the certification and/or authority expires.

The parameter associated with the duration, date, and/or
time of day contextual cues may include predetermined dura-
tions, dates, and/or times in which data may be provided to
mobile computing device 202 or in which the user is autho-
rized to perform a task. As such, the authorization to provide
data may be granted when a current time and/or date falls
within the predetermined durations, dates, and/or times, and
the authorization may be denied and/or revoked when the
current time and/or date does not fall within the predeter-
mined durations, dates, and/or times.

As described above, mobile computing device 202 may
operate over one or more wireless networks such that data can
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be provided from a remote data source and in real-time. Once
the data has been transmitted to mobile computing device
202, the data may be stored in a memory (not shown) of
mobile computing device 202. As such, the data may be
accessible when mobile computing device 202 is discon-
nected from the one or more wireless networks. In an alter-
native implementation, the stored data may have a temporary
lifespan such that user 204 does not have unauthorized access
to the data if its authorization has been revoked.

Contextual cues may also be used to manage a manufac-
turing and/or service operation. More specifically, the type of
data to be provided to mobile computing device 202 may be
selected based on contextual cues associated with at least one
of'a task to be performed, mobile computing device 202, and
user 204. Contextual cues may be associated with more than
one parameter. As such, a first set of data may be provided to
mobile computing device 202 when the contextual cue aligns
with a first parameter, and a second set of data may be pro-
vided to mobile computing device 202 when the contextual
cue aligns with a second parameter.

For example, regarding the mobile computing device loca-
tion contextual cue, an associated first parameter may be a
first location and/or a first specified area around the first
location, and a second parameter may be a second location
and/or a second specified area around the second location. A
first operation may need to be performed at the first location
and a second operation may need to be performed at the
second location, and different sets of data may be needed to
effectuate each operation. More specifically, in the aircraft
manufacturing and/or service operation context, a first air-
craft may be located at the first location and a second aircraft
of a different make or model from the first aircraft may be
located at the second location. This information may be
stored in memory 212 and used to determine which set of data
(e.g., schematics, instructions, and/or a work assignment) to
provide to mobile computing device 202 when located at
either the first or second location. As such, the correct data is
ensured to be provided to mobile computing device 202 for
user 204 to effectuate the operation.

Moreover, other contextual cues may be used to effectuate
the operation depending on which data has been provided to
mobile computing device 202 and/or depending on the opera-
tion to be performed. More specifically, alignment between
predetermined contextual cues and associated parameters
may be required for the operation to proceed. As such, an alert
may be generated and provided to user 204 when a predeter-
mined contextual cue and associated parameter are mis-
aligned and/or when a contextual cue other than the predeter-
mined contextual cue aligns with the associated parameter.

For example, regarding the equipment location contextual
cue, certain equipment may be required to perform atask. The
equipment may be selected and located within the predeter-
mined distance from a location and/or within the specified
area around the location such that the associated parameter is
satisfied. However, when equipment other than the selected
equipment is located within the predetermined distance from
a location and/or within the specified area, an alert may be
generated to indicate that equipment other than the selected
equipment is about to be used to perform the task. As such, the
correct equipment is ensured to be used to effectuate the
operation.

The systems and methods described herein facilitate
increasing the security of a mobile computing device, and
enable an operation to be managed with the mobile comput-
ing device. More specifically, the systems described herein
use a variety of contextual cues to determine the authority of
the mobile computing device to receive data and/or to more
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easily manage the operation to be performed. As such, using
contextual cues ensures that data such as proprietary infor-
mation is only provided to authorized persons, ensures that
the correct data is provided to authorized persons, and ensures
that the correct equipment for performing a task is used.

This written description uses examples to disclose various
implementations, including the best mode, and also to enable
any person skilled in the art to practice the various implemen-
tations, including making and using any devices or systems
and performing any incorporated methods. The patentable
scope of the disclosure is defined by the claims, and may
include other examples that occur to those skilled in the art.
Such other examples are intended to be within the scope of the
claims if they have structural elements that do not differ from
the literal language of the claims, or if they include equivalent
structural elements with insubstantial differences from the
literal language of the claims.

What is claimed is:

1. A system for authorizing data to be provided to a mobile
computing device, said system comprising a server computer
that comprises a processor and a memory coupled to said
processor, said memory including processor-executable
instructions for performing the steps of: storing, in said
memory, parameters for authorizing datato be provided to the
mobile computing device; determining at least one contextual
cue associated with at least one of a task to be performed, the
mobile computing device, and a user of the mobile computing
device, wherein the at least one contextual cue is associated
with the parameters; authorizing data to be provided to the
mobile computing device when the at least one contextual cue
aligns with the parameters; and providing the data to the
mobile computing device; wherein said memory further
includes process-executable instructions for performing the
steps of determining a change in the at least one contextual
cue; and one of denying and revoking the authorization when
the at least one contextual cue does not align with the param-
eters.

2. The system in accordance with claim 1, wherein said
memory further includes process-executable instructions for
performing the step of tracking changes to the at least one
contextual cue in real-time.

3. The system in accordance with claim 1, wherein the at
least one contextual cue includes one of a location, an envi-
ronmental condition, a duration, a date, a time of day, and a
user certification.

4. The system in accordance with claim 1 further compris-
ing a sensor configured to determine the at least one contex-
tual cue.

5. A method of authorizing data to be provided to a mobile
computing device, said method comprising: defining param-
eters for authorizing data to be provided to the mobile com-
puting device; determining at least one contextual cue asso-
ciated with at least one of a task to be performed, the mobile
computing device, and auser of the mobile computing device,
wherein the at least one contextual cue is associated with the
parameters; authorizing data to be provided to the mobile
computing device when the at least one contextual cue aligns
with the parameters; and providing the data to the mobile
computing device; determining a change in the at least one
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contextual cue; and one of denying and revoking the autho-
rization when the at least one contextual cue does not align
with the parameters.

6. The method in accordance with claim 5, wherein deter-
mining a change comprises tracking changes to the at least
one contextual cue in real-time.

7. The method in accordance with claim 5, wherein deter-
mining at least one contextual cue comprises determining the
at least one contextual cue that includes one of a location, an
environmental condition, a duration, a date, a time of day, and
a user certification.

8. The method in accordance with claim 5, wherein pro-
viding the data comprises transmitting the data to the mobile
computing device over a wireless network.

9. The method in accordance with claim 5 further compris-
ing storing the data in the mobile computing device.

10. The method in accordance with claim 9, wherein stor-
ing the data comprises associating the data with a temporary
lifespan.

11. The method in accordance with claim 5, wherein defin-
ing parameters comprises defining a geo-fencing area,
wherein the at least one contextual cue aligns with the param-
eters when the at least one contextual cue is a location within
the geo-fencing area.

12. The method in accordance with claim 5, wherein defin-
ing parameters comprises defining acceptable environmental
conditions for performing the task.

13. A method of managing an operation using a mobile
computing device, the method comprising: determining at
least one task to perform; determining at least one contextual
cue associated with at least one of the at least one task, the
mobile computing device, and a user of the mobile computing
device; selecting data based on the at least one contextual cue,
wherein the data is associated with the at least one task;
verifying the at least one contextual cue satisfies parameters
for authorizing the data to be provided to the mobile comput-
ing device; and providing the data to the mobile computing
device; defining the parameters for authorizing the data pro-
vided when the at least one contextual cue aligns with the
parameters.

14. The method in accordance with claim 13 wherein pro-
viding the data comprises: providing a first set of data when
the at least one contextual cue aligns with a first parameter of
the at least one parameter; and providing a second set of data
when the at least one contextual cue aligns with a second
parameter of the at least one parameter.

15. The method in accordance with claim 13 wherein deter-
mining at least one contextual cue comprises generating an
alert when a contextual cue other than the at least one con-
textual cue aligns with the at least one parameter.

16. The method in accordance with claim 13 further com-
prising:

selecting equipment for performing the at least one task;

and

generating an alert when equipment other than the selected

equipment is used to perform the at least one task.

17. The method in accordance with claim 16, wherein
selecting equipment comprises selecting at least one of tools
and parts for performing the at least one task.
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